DAFTAR ISl

PERNYATAAN ORIGINALITAS ..ottt ii
LEMBAR PENGESAHAN ..ot iii
POSTER ... bbb bbbttt b bt 0\
KATA PENGANTAR .ottt ta et nens v
HALAMAN PERNYATAAN PERSETUJUAN PUBLIKASI SKRIPSI UNTUK
KEPENTINGAN AKADEMIS .....cooiiiiee ettt Vi
ABSTRAK .ttt vii
ABSTRACT ..ottt sttt se e et et e ntenrenrenreas viii
DAFTAR IS ..ottt IX
DAFTAR TABEL .....oooiiiie ettt nes Xiv
DAFTAR GAMBAR ..ottt et Xi
DAFTAR LAMPIRAN ...ttt XV
BAB | PENDAHULUAN ..ottt 1
1.1, Latar BelaKaNQ .....cc.coueiieieieceee et 1
1.2. RUMUSAN MaSAIAN .......ciiiiieii s 3
1.3, TUJUAN ..o neeeseesreesnesseson Mg B 0L 3
1.4, RUBNG LINGKUP. ..ottt e 4
1.5. Metode PENEIITIAN ......oviie it ibe s asree e 4
1.6. Tinjauan PUSTAKA........oc et 4
1.7. KoNtribust PENEITLIAN «........coviiiiiiee e 8
1.8. Sistematika PENUIISAN ........c.oiiiiiiiiiicieie s 9
BAB [l LANDASAN TEORI ..ottt 10
2.1. ONE TIME PASSWOIT .......ooiriiriiriieiieiieriesie sttt sttt 10
2.2. HMAC (Key-hash Message Authentication COde).........cccccvevveiiieeiieiiinesieennns 10
2.3. HOTP (HMAC based One Time Password) .........cccoccovererinenienieneneneneniens 11
2.4. TOTP (Time-Based One Time Password).........ccccoceivereiieiieeneeiesee e eie s 11
2.5. Algoritma Secure Hash Algorithm (SHA).........cccooiiiiiiececec 12
2.6. Pengujian Brute ATACK .........cccoviiiiiiiiiiceeeee e 13
2.7. 10T (Internet of TRINGS)...ccviiveiieie e 13
BAB 1l METODE PENELITIAN. ..ottt e 16
3.1. Perancangan SISTEIM .........c.ccviiiieeieiie s ese s se et sreenneenes 20
3.2. Analisis Kebutuhan Sistem (Requirements Gathering & Refinement)........... 20
3.2.1. Spesifikasi Perangkat Keras yang Digunakan .............cccceoeieienencnennnnns 20
3.2.2. Spesifikasi Perangkat Lunak yang Dibutuhkan ..............cccccooviviiiiieinennn, 21
3.3. Desain umum (QUICK dESIGN) ...ccveeiiieiie it 21

IX Institut Teknologi Nasional



3.3.1. BIOK DIAGIAM ...ttt 21

3.4. Pembuatan prototype (Building Prototype) ........cccccveveiiieiveieiie e 23
3.4.1. PeranCangan SISTEIM .......cc.oiiiieerieiie et eeesee e eee e te et eeeneesre e e enes 23
3.4.2. Pembuatan Registrasi ID...........cccooririiiiiiienese s 24
3.4.3. PEMDBDUALAN SENSOT ....eovviieiieiiesieeieeiee ettt 25
3.4.4.Penerapan TOTP SHA-3 ... .o 26
3.4.5. Pembuatan Pemberian Password ...........cccccevveieiveresieesieese e 31
3.4.6. Pembuatan Laporan Ke Admin..........cccooveiieieiieie s 32
3.4.7.USE CaS DIAGIAM ....cuviiiiiiiiiiieiieieeeee et 33
3.4.8. Perancangan HardWare ...........cccccevveieiieieeie e 37
3.5. Evaluasi Pengguna (Customer Evaluation of Prototype) .......c.ccccevvevveenenne, 43
3.6. Penyempurnaan Protorype (Customer Evaluation of Prototype).........c......... 43
3.7 Produksi (ENGINEEr ProtUCT) .........coiiiiiiieieierie st 43
BAB IV IMPLEMENTASI DAN PENGUJIAN .......coiiiiiit e 44
4.1. Implementasi Sistem Pada Media Tempat Sampah...........cccocevvviiinciencnens 44
4.1.1. Implementasi HardWare...........ccccoiiiiiieiie i 44
4.1.2. Implementasi SOftWATE ..........cccitiiriieiieiieriee e 46
4.1.3. Impelementasi Algoritma TOTP SHA-3 ... 47
4.1.4. Implementasi Sub-sistem Access Point Wifi.........ccccccoveiiviiiiiciicvesieceee, 50
4.1.5. Implementasi Sub-sistem Bot Telegram ..........ccocvvieiineninenieeeeees 54
4.2, PENQUJIAN SISEEIM......viiiieiieie ettt ettt e e nreeneenes 56
4.2.1. Pengujian Alpha Algoritma TOTP SHA-3. ..o 56
4.2.4. Kesimpulan Pengujian AlPNa..........cccooiiiiiiiiiiiiseeeee e 73
4.2.5. PENQUJIAN BELA ....c.veivieiicie et 74
4.2.6. Kesimpulan Pengujian Beta ..........cccceviieiiiiiiic i 83
BAB V PENUTUP ...ttt 86
5.1, KESIMPUIAN ..ottt saa s 86
DAFTAR PUSTAKA .ottt sttt 87
LAMPIRAN ...ttt bbbttt bbbttt ettt b 89

X Institut Teknologi Nasional



DAFTAR GAMBAR

Gambar 1.1 Peta tinjauan PUSTAKA..........c.ooeiiiiniiiiieieese e 8
Gambar 2.1 Komparasi JENIS SHA ........ooii i 13
Gambar 2.2 RaSPDEITY Pl.veceeeiiic et 14
Gambar 2.3 SeNSOr UIIrasoniK .........covveieiieiiei e 15
Gambar 3.1 MindMapPiNg .....ccoviieiieieciece e 16
Gambar 3.2 SKemMa UMUM .........ccoiiieiiiiesiee e e san e nnees 17
Gambar 3.3 Penerapan AlQoritma CaeSar .........ccooceierieieenenee e 18
Gambar 3.4 Dua Lapisan Keamanan ..........ccccceevviieieenesiie e e 19
Gambar 3.5 SKema HAaCKET .........cc.oiieieee s 19
Gambar 3.6 Metode ProYOtYPE.......ccveiveieiiccie e 20
Gambar 3.7 BIOK DIQQAM .......cvviiiiieiiecie e nneas 22
Gambar 3.8 Flowchart sistem secara global............ccooiiiiiiiinn, 23
Gambar 3.9 Flowchart Registrasi ID..........cccccveviiiiciieie e 25
Gambar 3.10 FIOWChArt SENSOK .........coveiiiieiiee et 26
Gambar 3.11 Flowchart Perancangan Algoritma TOTP SHA-3...........cccceevvenee. 27
Gambar 3.12 Flowchart Sub Program Algoritma Caesar ...........ccccevverereneneniens 29
Gambar 3.13 Flowchart Sub Program Algoritma HOTP SHA-3...........ccceevinnen, 30
Gambar 3.14 Flowchart Pemberian Password ............ccocoveveniieniiininieieniennen, 31
Gambar 3.15 Flowchart Laporan K& Admin...........ccocviiiiiiniieccseeeeeeseeeen, 32
Gambar 3.16 Use Case DIQIaM ........ccooiiiiriiiiiiie et 33
Gambar 3.17 Rancangan HardWare..............ccooviiiiiiiieie i 38
Gambar 3.18 Perancangan SENSOT L.........cccoiiiiiiiiiieie et 38
Gambar 3.19 Perancangan SENSOT 2.......cc.ciueieeiueiieeieeieeeieeseese e seeaesee e eeas 39
Gambar 3.20 Perancangan BUZZET ...........ccoviiiiiiiiiieiiie it 40
Gambar 3.21 Tata Letak SENSOT........ccoiiiiiiiiieie e 40
Gambar 3.22 POSIST KEIMAS.........ccoiiiiiiieieie e 41
Gambar 3.23 Deteksi Sensor Dari P0SiSi SUAUL...........ccceriiiiiiininisiceeee, 42
Gambar 3.24 Deteksi Sensor Dari POSISI SiSI ........cccouuieierineneienisesieieee e, 42
Gambar 4.1 Blok diagram UMUM ... 44
Gambar 4.2 Wadah Tempat Sampah ........ccccooeiiinie e 45
Gambar 4.3 Perancangan Letak Sensor UItrasonik...........ccccccevveveiiveneccesiiesinennn. 45
Gambar 4.4 Perancangan Hardware .............ccooovviieieienenise e 46
Gambar 4.5 Implementasi hardware ke raspberry pi.......cccoccovveveiieiecccsiiecnenne, 46
Gambar 4.6 INiSialiSasi WaktU..........c.cocveeiirnieie e 47
Gambar 4.7 Variabel abjad ... 47
Gambar 4.8 Variabel INtEGET ........c.ccveiiee et 48
Gambar 4.9 Variabel global dan SeCret Ky .........ccvvvieieiiieiciericeseeeee, 48
Gambar 4.10 FUNQST KBY......ooueeiiiie ittt 49
Gambar 4.11 FUNGST KBY 2.....ocuiiiiiiiiieieie e 49
Gambar 4.12 variabel key hasil ... 50

Xi Institut Teknologi Nasional



Gambar 4.13 variabel Pas ... 50

Gambar 4.14 TOTP SHA-3 Pada Variabel Pas...........cccooeiiiiiiiiiiic e, 50
Gambar 4.15 Install Library hostapd dan dnsmasq.........cccccevvevveresiieneerieseeseennn. 50
Gambar 4.16 Stop hostapd dan dSNMASQ .........covreririeiierieee e, 51
Gambar 4.17 Buka File dncpd.conf..........cccoeiieiiiiiice e 51
Gambar 4.18 Interface Wlan0 STatiS...........coovririiiiiiiieie e 51
Gambar 4.19 Restart dNCPd........coooviiiiiiiieiie e 51
Gambar 4.20 Buka File dnsmasq.CONf........c.cccveviieiieie e 51
Gambar 4.21 Range dhcp CHEN........ooiiiieiieee s 52
Gambar 4.22 Buka File hostpad.conf............cccooviiiiiiiiiccc e, 52
Gambar 4.23 Setting hostpad.CoNT ..o 52
Gambar 4.24 Buka File hostpad ..........ccoovieiiiiiic i 52
Gambar 4.25 Disable hostpad.Conf...........ccovevieiiic i 52
Gambar 4.26 Enable hostpad.Conf...........cooiiiiiiiciie e 53
Gambar 4.27 Jalankan hostapd dan dnSmMasq ..........cccvveveeiiieeiiesiieesie e esee e 53
Gambar 4.28 Buka File SysCtl.CONf ..o 53
Gambar 4.29 Enable FOWArdING........cocoeiiiriieieiie et 53
Gambar 4.30 Setting ROULING.......c.covviiieieiiece et 53
Gambar 4.31 Buka File hoStpad ..ot 53
Gambar 4.32 Buka File rc.1ocal............cccve i 54
Gambar 4.33 Tambahkan “eXit 07......ccccecciieiiiiiiic et 54
Gambar 4.34 Reboot RaSpherry Pl 54
Gambar 4.35 BotFather pada Telegram............cccooviieiiiiciic e 55
Gambar 4.36 BOt BalU...ccco.vooveoiiiieiieiece e 55
Gambar 4.37 INfOrmMast BOL..........cooiiiiiiiiiiitceceee e 55
Gambar 4.38 Install Library python Pip ..o 56
Gambar 4.39 Install Library telepot..........ccooiieiiiiiieee e 56
Gambar 4.40 Grafik Pengujian Alpha Brute Attack..........c.ccccevvveveiievieivc e, 57
GamBbAr 4.41 SECIEE KBY .....couiiuiiiiiiieiieieieit ettt 58
Gambar 4.42 Grafik Pengujian Alpha Algoritma TOTP SHA-3.........cccoevvevveenne. 59
Gambar 4.43 KOMParasi OTP .......cooiiiiiiiriiinisieiee e 60
Gambar 4.44 Kemiripan TOTP ....cooioiiiiieeeee e 61
Gambar 4.45 Pengujian AlPNa .........c.coveiiieieec e 61
GaMDAr 4.46 BOT USET........coiieecie ettt snaeneenneas 62
Gambar 4.47 BOt OPEIatOr..........ccueiieiieiieceeie et sre e eneas 62
Gambar 4.48 Grafik Pengujian Registrasi ID ..........ccccocviiverviieiinese e 63
Gambar 4.49 Keterangan GariS..........cceoeriiiiiniiieiesiesie st 65
Gambar 4.50 Grafik Pengujian Alpha Sensor 0 DetiK..........ccccoveveiieiieiieiiesnenne, 65
Gambar 4.51 Grafik Pengujian Alpha Sensor 1 DetiK ...........ccoovvovviiiniincneniniens 66
Gambar 4.52 Grafik Pengujian Alpha Sensor 2 DetiK.........ccccccvevieiiiiiiciinecieee, 66
Gambar 4.53 Grafik Pengujian Alpha Sensor 3 DetiK..........ccccovevevieiecieiieceenn, 66
Gambar 4.54 Grafik Pengujian Alpha Sensor 4 DetiK .........c.ccoovvviieieiencnininens 67
Gambar 4.55 Grafik Pengujian Alpha Sensor 5 DetiK..........cccoveveiievicciciiecieenne, 67

xii Institut Teknologi Nasional



Gambar 4.56 Grafik Pengujian Alpha Sensor 6 DetiK..........cccocvevvvieniveiesiiennene, 68

Gambar 4.57 Grafik Pengujian Alpha Sensor 7 DetiK ..........ccoooeviiiininiieninnnene, 68
Gambar 4.58 Grafik Pengujian Alpha Sensor 8 DetiK..........cccccvevvvieivcieiiesnenne, 69
Gambar 4.59 Grafik Pengujian Alpha SeNnsor...........coovieieiene i, 69
Gambar 4.60 Grafik Pengujian Pemberian Password.............c.ccoccevveveiieiiesnnennn. 71
Gambar 4.61 Hasil Pengujian Laporan Ke Admin.........ccccocveiininnienencneseniens 72
Gambar 4.62 Grafik Pengujian Laporan ke Admin.......cccccoovveiiiiiieiie i 73
Gambar 4.63 Main Program pada Folder hostpad ............ccccoevvieeiieniccie e, 74
Gambar 4.64 Pengujian Perintah Mulai USer ..........cccooviiiiiiieiieneee e 75
Gambar 4.65 Pengujian Buang Sampah............cccocceiieieiiieiiece e 75
Gambar 4.66 Pengujian Password DIterima..........ccocevevrerereneneniseseseeee e, 75
Gambar 4.67 Pengujian KONeKSIVITAS.........ccoeeiiiiiieiiieiie e 76
Gambar 4.68 Pengujian E-mail Diterima...........cccoeveieiiieiiiere e 76
Gambar 4.69 Pengujian Beta Algoritma TOTP SHA-3........cccoiviviiiieieeece e 78
Gambar 4.70 Grafik Pengujian Beta Dua Sensor 0 DetiK........c.cccoevvviiviviieciinen, 79
Gambar 4.71 Grafik Pengujian Beta Dua Sensor 1 DetiK.........ccoocvvvvvvvecivseenieenne. 79
Gambar 4.72 Grafik Pengujian Beta Dua Sensor 2 DetiK.......cccooviieienienenniennne. 80
Gambar 4.73 Grafik Pengujian Beta Dua Sensor 3 DetiK.........ccccccovvevvecieseesinenne. 80
Gambar 4.74 Grafik Pengujian Beta Dua Sensor 4 DetiK............cccooeviveveiieennenne. 81
Gambar 4.75 Grafik Pengujian Beta Dua Sensor 5 DetiK............ccccovevvevieieenieenne. 81
Gambar 4.76 Grafik Pengujian Beta Dua Sensor 6 DetiK............cccooevvevesivenenennn. 82
Gambar 4.77 Grafik Pengujian Beta Dua Sensor 7 DetiK.........cccccovveveriieneenieene. 82
Gambar 4.78 Grafik Pengujian Beta Dua Sensor..........ccccoevveieeieiieeseesiesee e 83

xiii Institut Teknologi Nasional



DAFTAR TABEL

Tabel 3.1 Skenario Use Case Fungsionalitas Registrasi Id..............cccocvevviiierinnne. 34
Tabel 3.2 Skenario Use Case Deteksi Sampah .........ccccoovveienieinniencce e 35
Tabel 3.3 SKENArO OTP ......ooiiiiiiicieeieee e 36
Tabel 3.4 Skenario Pemberitahuan Jika Tempat Sampah Penuh.............ccccooenee. 37
Tabel 4.1 Pengujian Alpha Brute Attack..........ccccceevveviiiiiiiieieeicce e 57
Tabel 4.2 Pengujian Algoritma TOTP SHA-3.......ccoiiiieeee e 59
Tabel 4.3 Pengujian Alpha Registrasi ID...........cccovevviiiiiieieeiece e 62
Tabel 4.4 Pengujian Alpha SENSOF ... 64
Tabel 4.5 Pengujian Alpha Pemberian Password ............ccccocevvive e, 70
Tabel 4.6 Pengujian Alpha Laporan ke Admin..........ccccoocvvieiieiieninniiesece e 72
Tabel 4.7 SImulasi TOTP SHA-3 ... 77

xiv  Institut Teknologi Nasional



DAFTAR LAMPIRAN

Lampiran A.1 Algoritma caesar Bagian 1.........cccccooeiiiiienineninisieene e 89
Lampiran A.2 Algoritma caesar Bagian 2..........ccccevveiiiiiie i 89
Lampiran A.3 Algoritma caesar Bagian 3..........cccooeiiiiiinenenisseee e 89
Lampiran A.4 Kirim E-mail ke Admin..........ccccoviiiiiiiii i 90
Lampiran A.5 Simpan Password ke hostapd.conf...........ccccccvovvinininiincicnennn 90
Lampiran A.6 Kirim ke Telegram..........cccooviiiiiiiciic e 91
Lampiran A.7 Mendeteksi Dengan Sensor Bagian 1.........cccccocvvviiiiicncncnennnn 91
Lampiran A.8 Mendeteksi Dengan Sensor Bagian 2..........cccccvveveeieieeneeniesieenns 92
Lampiran A.9 Mendeteksi Dengan Sensor Bagian 3..........cccccvvvveveeresiiennesiesneenns 93
Lampiran A.10 Bot Telegram pada registrasi ID ..........ccccoviiieieienieinncee s 94
Lampiran A.11 TOTP GENEIALE.......ccceeveiieiieie et see et 95
Lampiran A.12 Brute AtACK .........ceeiiiieiieiie e 95
Lampiran B.Tabel.1 Pengujian Registrasi ID Bagian L...........ccocovvviviinenenennenn 96
Lampiran B.Tabel.2 Pengujian Registrasi ID Bagian 2.........ccccccovvvveienneniinnieenn 97
Lampiran B.Tabel.3 Pengujian Alpha satu Sensor............cccccecevveveeceiceeseece s 98
Lampiran B.Tabel.4 Pengujian Alpha Pemberian Password Bagian 1.................. 99
Lampiran B.tabel.5 Pengujian Alpha Pemberian Password Bagian 2................. 100
Lampiran B.tabel.6 Pengujian Alpha Laporan Ke Admin Bagian1 .................... 101
Lampiran B.Tabel.7 Pengujian Alpha Laporan Ke Admin Bagian 2................... 102
Lampiran B.Tabel.8 Pengujian Beta Dua SENSOI.........ccccceiveiiiieiieiiee e 103
Lampiran B.Tabel.9 Pengujian Alpha Algoritma TOTP SHA-3 Bagian 1........... 104
Lampiran B.Tabel.10 Pengujian Alpha Algoritma TOTP SHA-3 Bagian 2........ 105
Lampiran B.Tabel.11 Pengujian Beta Algoritma TOTP SHA-3 Bagian 1........... 106
Lampiran B.Tabel.12 Pengujian Beta Algoritma TOTP SHA-3 Bagian 2........... 107
Lampiran B.Tabel.13 Pengujian Alpha Brute Attack Bagian 1 ............cccccoeeueeee. 108
Lampiran B.Tabel.14 Pengujian Alpha Brute Attack Bagian 2............cccccevuennee. 109

XV Institut Teknologi Nasional





